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Abstract

Software Testing (ST) is an indispensable part of software development. Proper testing
education is thus of paramount importance. Indeed, the mere exposition to ST knowledge
might have an impact on programming skills. In particular, it can encourage the production
of more correct - and thus reliable - code. Although this is intuitive, to the best of our
knowledge, there are no studies about such effects. Concerned with this, we have conducted
two investigations related to ST education: (1) a large experiment with students to evaluate
the possible impact of ST knowledge on the production of reliable code; and (2) a survey
with professors that teach introductory programming courses to evaluate their level of ST
knowledge. Our study involved 60 senior-level computer science students, 8 auxiliary func-
tions with 92 test cases, a total of 248 implementations, and 53 professors of diverse subfields
that completed our survey. The investigation with students shows that ST knowledge can
improve code reliability in terms of correctness in as much as 20%, on average. On the other
hand, the survey with professors reveals that, in general, university instructors tend to lack
the same knowledge that would help students increase their programming skills toward more
reliable code.
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1. Introduction

Software Testing (ST) can be seen as one
of the most important and least known as-
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pects of software development. In fact, it is
common that Computer Science (CS) stu-
dents graduate into industry without know-
ing how to test a program [14]1. ST is
thus one of the dark arts of software de-

1This article is an extension of a previous paper
published at the Proceedings of the 26th IEEE In-
ternational Symposium on Software Reliability En-
gineering (ISSRE 2015) [25]. It contains significant
material added to the original contribution. In par-
ticular, this paper contains the following additional
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velopment [29]. Yet, researchers and practi-
tioners have always argued that testing de-
mands a large share of the costs of a soft-
ware project [17]. For instance, a survey
conducted with 1,560 senior IT executives
and testing leaders from 32 countries re-
vealed that the IT spend allocated to qual-
ity assurance and testing was 35% in 2015
(predicted to rise to 40% by 2018) [10].

Another aspect of ST that seems to be
overlooked is the following: the mere ex-
position to its knowledge might help devel-
opers produce more correct – and thus, re-
liable – programs. In fact, there are sev-
eral ideas in the ST body of knowledge
that can produce positive effects in a pro-
grammers’ skills. For example, consider the
awareness that virtually all programs con-
tain faults [29, 2], a principle taught early
in ST courses. Such an idea can instill a
healthy skepticism in programmers towards
their own code, making them more cau-
tious. Moreover, the formal testing tech-
niques themselves encourage designing pro-
grams with diligence. Take, for example,
boundary value analysis, a functional test-
ing criterion that requires writing tests for
border inputs. Developers exposed to such
a strategy can be more attentive about cor-
ner cases in their implementations, hence
improving the correctness of their code.

Although the effect of testing knowledge
on programmers seems to be intuitive, to
the best of our knowledge, there is no empir-
ical evidence to support it. In the literature,
we can find substantial work on improving
ST training in CS programs. For instance,
Patterson et al. proposed the integration

content: (1) a replication of the students’ experi-
ment, (2) a large control group, and (3) a survey
with several professors to evaluate their level of ST
knowledge.

of testing tools into programming environ-
ments [31]; Jones has explored the integra-
tion of testing into introductory CS courses
through testing labs and diverse forms of
courseware [22]; and Elbaum et al. pre-
sented a web-based tutorial to engage stu-
dents in learning software testing strate-
gies [15]. However, to the best of our knowl-
edge, there are no experimental studies into
the effects of ST education on the develop-
ers’ programming skills per se, in terms of
reliability2.

Investigations into this topic are impor-
tant because recent data shows that com-
puting academic curricula tend to empha-
size development at the expense of testing
as a formal engineering discipline [4, 14, 37].
In fact, as reported by Astigarra et al. [4],
the overall academic CS curricula tend to
place a heavy emphasis on design and im-
plementation, rather than on quality assur-
ance topics such as ST. On the other hand,
even when ST courses are in fact present in
curricula, it is unclear the extent to which
the techniques that are taught are in fact
adopted by the industry (e.g., mutation [26]
and data-flow [17] testing seem to be rarely
put to practice). Empirical evidence show-
ing that ST education might lead to more
reliable programming is very important. In
particular, it can motivate the creation or
maintenance of these courses.

In this paper, we present two investiga-
tions related to ST education and software
reliability: one involving students and an-
other involving professors. The students in-

2In this paper we use correctness as the main
property to measure reliability. In our experiment
the degree of reliability of a program is measured
by its level of success against systematically devel-
oped test sets. We believe this is straightforward
as a program can not be considered reliable if it is
incorrect.
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vestigation comprised a large controlled ex-
periment that evaluated the impact of ST
education on reliable programming, when
compared to other types of knowledge;
while the professors investigation involved
a survey to evaluate the level of ST knowl-
edge of instructors that teach introductory
programming courses. The mains idea was
to check: (1) whether ST education itself
can have a significant impact on program-
ming skills toward more correct – and thus
reliable – code; and (2) whether CS instruc-
tors themselves possess a minimum level of
ST knowledge to be able to instill these pos-
itive ideas early in their programs.

The students experiment involved a to-
tal of 60 senior CS undergraduate students,
8 auxiliary functions in 4 different domains
(basic mathematics; array manipulation;
string manipulation; and file input/output)
with 92 test cases, and a total of 248 im-
plementations. Subjects implemented two
different functions before and after learn-
ing basic ST concepts and three techniques
(functional – or black-box – testing, struc-
tural – or white-box – testing, and mutation
testing), and the quality of the code pro-
duced before and after was compared. Our
goal was not to verify how well the tech-
niques were applied afterwards, but how ST
knowledge could impact on the subjects’
programming skills in terms of producing
more reliable implementations (i.e., we did
not measure the quality of the testing code
itself, neither which specific techniques were
being applied). To evaluate the reliability
of the implemented functions in terms of
correctness, the produced implementations
were executed against systematically devel-
oped test sets before and after the training
took place. To improve the external validity
of our experiment, we included two control
groups in the experiment: one with 22 sub-

jects taking a software engineering course,
and another with eight subjects taking an
object-oriented design course. These con-
trol groups help improve confidence that the
outcomes observed with the ST course are
not due to maturation, for instance. A small
replication of the treatment group was also
conducted to improve confidence in our out-
comes.

Our investigation with students provides
evidence that ST knowledge can signifi-
cantly impact on programming skills in
terms of reliability. In fact, subjects in
the main experiment were more than twice
more likely to deliver correct implementa-
tions after learning the ST concepts and
techniques (150%). Moreover, the correct-
ness of the subjects’ implementations was,
on average, 20% higher after the exposi-
tion to ST knowledge took place. Interest-
ingly, we noticed that the positive effect is
present even when no specific testing tech-
nique is explicitly applied, possibly a con-
sequence of the exposure to the testing the-
ory itself. Results of the replication point
to the same direction of the main experi-
ment. On the other hand, subjects in the
control groups did not perform as well as
the ones in the treatment groups: results
indicate that their performance in terms
of reliability was not significantly affected,
even after learning software engineering and
object-oriented design concepts. Outcomes
related to effort also indicate that subjects
invest more time in their implementations
after taking the ST classes. However, such
effort did not result in the production of sig-
nificantly more lines of application code, im-
plying that the implementations produced
afterwards were more reliable but not sig-
nificantly larger than the ones produced in
the first session.

Our investigation with professors, on the
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other hand, revealed that instructors that
teach introductory programming courses
lack proper ST knowledge: the mean score
in the survey, which was composed of 10
basic ST questions, was only 4.24 out of
10.00. This is problematic because students
might not be having the chance of learning
concepts that can encourage more reliable
programming (as shown in the students’ ex-
periment) early in their academic programs.
In particular we noticed instructors lack the
important notion of the destructive aspect
of ST. For instance, most professors ignore
the fact that the most successful test cases
are the ones that tend to fail and thus reveal
as yet to be discovered faults. As discussed
by Myers et al. [29], these ideas are impor-
tant for an effective testing practice.

The remainder of this paper is struc-
tured as follows. Section 2 presents back-
ground knowledge required to understand
our study, and Section 3 presents how our
study was set up in terms of subjects, exper-
imental design, metrics and statistical pro-
cedures. Section 4 presents the results and
analysis of our experiment, while Section 5
discusses such results in more details. In the
sequence, Section 6 presents our study lim-
itations and Section 7 summarizes related
research. Finally, Section 8 concludes the
paper.

2. Software Testing Knowledge

In this paper, functional, structural, and
fault-based testing, together with basic soft-
ware testing principles and concepts – such
as the ones discussed in this section and
in Section 1 – were taken as basic software
testing knowledge (ST knowledge, from now
on). Our goal is to evaluate whether such
knowledge could impact on the program-
ming skills of software developers, in terms

of producing more correct, and thus reliable,
implementations.

A test case (or simply, a test) consists of
a set of inputs and expected output for a
program [19]. The output is assessed via an
oracle, which determines what is the correct
result of the program under testing given an
input [7]. In our case, the oracle is a tester
supported by an automated testing tool (in
this paper, JUnit3) that implements asser-
tions. Formally, a test case is an ordered
tuple: < (I1, ..., In), O >, where O is the ex-
pected output of the program when I1, ..., In
are used as inputs.

Software testing is defined as the execu-
tion of a program against test cases with
the intent of revealing faults [29]. The var-
ied testing techniques are defined based on
the underlying artifacts used to derive test
cases. Three basic testing techniques are
functional, structural, and fault-based test-
ing.

Functional – or black box – testing de-
rives test cases from the specification of
a program. Two of the most well-known
functional-based testing selection criteria
are equivalence partitioning and boundary-
value analysis. Equivalence partitioning di-
vides the input and output domains of a
program into a finite number of valid and
invalid equivalence classes. It is then as-
sumed that a test case with a representa-
tive value within a given class is equivalent
to testing any other value in the same class.
This criterion requires a minimum number
of test cases to cover the valid classes and
an individual test case to cover each in-
valid class. Boundary-value analysis com-
plements equivalence partitioning by requir-
ing test cases to cover values at the bound-
aries of equivalence classes [29].

3http://junit.org/ - 10/mar/2016
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Structural – or white-box – testing is a
technique that complements functional test-
ing. It derives test cases from the inter-
nal representation of a program [29]. Some
of the well-known structural testing criteria
are statement, branch, or definition-use [32]
coverage. These criteria require that all
commands, decisions, or pairs of assignment
and use locations of a variable be covered by
test cases.

Fault-based testing has mutation testing
as its most representative criterion. The
main idea behind mutation testing is to de-
fine a set of mutation operators which, when
applied to components of a program, intro-
duce certain types of faults into the pro-
gram. Typical mutations include changing
variable names in expressions, or changing
arithmetic operators (e.g., a > for a <).
The goal then is to construct a set of tests
cases T which will distinguish between a
program P and any nonequivalent program
P ′ which can be generated from the original
P by the application of mutations to com-
ponents of P [18]. The quality of a test set
is then measured by its capacity to distin-
guish the original program from all or most
of the non-equivalent mutants (its mutation
score).

3. Study Setup

The goal of our study is to investigate
the impact of ST knowledge on program-
ming skills. Such impact is evaluated in
terms of reliability. In this endeavor, we
are interested in the following research ques-
tion: RQ1 – Can ST knowledge help devel-
opers improve their programming skills in
terms of delivering more reliable implemen-
tations?

As an additional investigation, we want
to check whether developers tend to invest

more (or less) effort in their implementa-
tions after learning ST, and whether there
is a difference in the complexity of the code
produced before and after the exposition
to ST knowledge. Such additional investi-
gation raises two other research questions:
RQ2 – Does ST knowledge impact on the
effort invested by developers on their im-
plementations?; and RQ3 – Does ST knowl-
edge impact on the complexity of the pro-
duced code?

Our investigation develops in terms of hy-
potheses H1, H2, H3, and H4, where the first
is related to research question RQ1, the sec-
ond and the third are related to research
question RQ2, and the forth is related to
research question RQ3. The null (0 ) and
alternative (A) definitions of each hypothe-
sis are presented in Table 1.

The experimental setup adopted for our
study shares several characteristics of a pre-
vious study conducted by the same au-
thors [24]. The main difference is that in
this paper we evaluate the impact of the
testing knowledge on programming skills,
while the previous experiment targeted ag-
ile practices. Moreover, in the experiment
presented in this paper two functions and
a control group were added to the experi-
mental design. This was done to add more
rigor to the study, since subjects imple-
mented two functions in each session and
we compared outcomes with groups of stu-
dents that were not taking the ST course.
The next paragraphs discuss our setup in
detail.

In total, our study involved four ex-
perimental runs, including two treatment
and two control groups. Table 2 summa-
rizes characteristics of each experimental in-
stance included in our study. We also gave
a name for each run to facilitate further ref-
erence. It is important to note that the
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Table 1: Hypotheses formulated for our experiment.

Null hypothesis (0) Alternative Hypothesis (A)

H1 CorrectnesswoTK = CorrectnesswTK CorrectnesswoTK < CorrectnesswTK

H2 TimewoTK = TimewTK TimewoTK < TimewTK

H3 SizewoTK = SizewTK SizewoTK < SizewTK

H4 ComplexitywoTK = ComplexitywTK ComplexitywoTK < ComplexitywTK

Legend: H = Hypothesis; woTK = without testing knowledge; wTK = with testing knowledge;
Size = code size; Complexity = code complexity.

main reason for adding control groups to
our study is not to compare how the differ-
ent types of knowledge would impact on re-
liability, but to improve confidence that the
possible effects that can be observed in the
treatment groups are really caused by the
course content itself and not due to mat-
uration (subjects might learn other things
outside class over time that could have an
impact on the outcomes).

3.1. Subjects, Target Functions, Test Sets,
and Tools

Subjects : Our main study involved 60
senior CS undergraduate students (20 in
the main treatment group – ST1, 10 in the
small replication treatment group – ST2,
and 22 in the SE control group – SE,
and 8 in the OO control group – OO).
All students had basic Java programming
knowledge learned along a one-semester, 72-
hour Object-Oriented Programming course
(8 hours per week). The students in the
treatment groups were asked to perform
the tasks of our experiment before and af-
ter learning ST knowledge while taking a
72-hour Software Testing course. The first
session took place on the first week of the
semester, and the second took place around
two and a half months later. The control
groups did exactly the same thing, except
that they were not taking the ST course.

The first smaller control group was taking
an Object-Oriented (OO) Design in Java
course (mostly learning UML and OO pat-
terns and their implementations in Java);
and the second larger control group was tak-
ing a Software Engineering (SE) course. All
three courses included significant amounts
of programming exercises in Java. Tests
were not mandatory but were recommended
for all groups, based on the knowledge level
of each subject (e.g., using either main func-
tions or JUnit tests).

All sessions were performed in a closed-
lab environment. Students had two hours
to complete their tasks, and were asked
to use a Java IDE to implement their as-
signed functions. Since we were more in-
terested in the effects of the testing theory
itself on programming skills, not as much
on the application of the specific testing
techniques themselves, no functional, struc-
tural, or mutation testing tools were readily
available to them. In this way, our results
represent more the impact that learning the
testing concepts and techniques have on
programming skills. In fact, as we discuss in
Section 5, by analyzing the code produced
by the subjects of the treatment group, it
appears that some of them have not explic-
itly applied the learned techniques, and still
got better results.

Target Functions. The features in-
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Table 2: Characteristics of each experimental run involved in our study.

Type of group Experiment Sample size Course taken

Treatment
ST1 20

Software Testing
ST2 10

Control
SE 22 Software Engineering
OO 8 Object-Oriented Design

volved in our study were auxiliary func-
tions, that is, supportive actions of soft-
ware systems. It is important that these
functions be developed with care because
the history of software development shows
that they can be the source of significant
failures [24]. To select a representative and
variable set of such features, we looked into
the Apache Commons project4, which pro-
vides libraries of reusable Java components.
We also selected functionalities that could
easily be found through searches issued to
code search engines; that is, we tried to
identify commonly used auxiliary functions
that were not readily available in the Java
API. We categorized these functions into
four domains: array manipulation (Array),
basic mathematics (Math), string manipu-
lation (String), and file input/output (File
I/O). To obtain a richer set, we selected two
functionalities within each domain. The
auxiliary functions used in our study are
listed in Table 3.

Another characteristic of the selected
functions is that they are narrowly scoped.
The idea is to perform a conservative eval-
uation: if particular knowledge can impact
on the implementation of smaller features,
we can expect them to further impact on
larger ones. Another advantage is that this
type of function enables the adoption of

4http://commons.apache.org/ - 10/mar/2016

more systematic test case selection tech-
niques to evaluate them in the experiment,
such as functional testing. Such characteris-
tic provides more control to the experiment.

Test Sets. To evaluate the programs
implemented by the subjects, we developed
full functional test sets for each of the se-
lected functions. The last column of Table 3
shows the number of test cases developed
for each one. To construct the test sets,
we applied the equivalence partitioning and
boundary-value analysis criteria (see Sec-
tion 2). These criteria were used to select
representative test cases for each test set,
trying to cover as many functional specifici-
ties of the functions as possible. To show an
example of how test cases were developed,
Table 4 presents the equivalence classes and
boundary values (when applicable) for the
a1 functionality. ar1 and ar2 are the a1

input arrays; |ar | represents the array size;
and arX [i] represents an element of the ar-
ray. Int.MIN and Int.MAX correspond to
the minimum and maximum integer values.
Since the study was conducted using the
Java language, the highest and lowest pos-
sible integers were used as boundary val-
ues for that data type. A similar rule was
applied to other types for other functions.
Here, we do not use the specific values to
represent the test cases independently of
language.

7
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Table 3: Functions used in the experiment.

Domain F Description Sample Test Case # TCs

A
rr

a
y

a1
Array equality: given two arrays, the program should return true

<([1, 2, 3], [1, 2, 3]), true> 20
or false according to the contents of the arrays being equal or not.

a2

First index with different value: given an array and a number,

<([0, 0, 0, 0, 0, 1], 0), 5> 12the program should return the first index of the array that

contains a value different from the number.

M
a
th m1

Power of two: given a number, the program should return true
<(4), true> 6

or false according to it being or not a power of two.

m2 Factorial: given a number, the program should return its factorial. <(5), 120> 7

S
tr

in
g s1

Capitalization of phrases: given a string, the program should
<(“one two”), “One Two”> 7

return the same string with the first letters of words capitalized.

s2
Maximum common prefix : given two strings, the program should

<(“pref suf”, “pref fus”), “pref ”> 11
return the maximum common prefix between them.

F
il
e

I/
O i1

Create text file: given two strings, the program should create a text file <(“abc”, “.\dir\text.txt”),

13whose content and location/name is indicated in the first creates file .\dir\text.txt with

and second string. “abc” as content>

i2
File copy: given two strings, the program should copy the file <(“.\test.file”, “.\tmp\”), .\test.file

16
indicated in the first string to the location indicated in the second. is copied to .\tmp\ >

Legend: F = Function; TCs = Test Cases.

Table 4: Equivalence Classes and Boundary Values considered for testing Array Equality (a1).

Input Cond. Valid Classes Invalid Classes Boundary Values

|ar1| |ar1| > -1 (C1) |ar1| = 0 (B1)

ar1 is null No (C2) Yes (C3)

|ar2| |ar2| > -1 (C4) |ar2| = 0 (B2)

ar2 is null No (C5) Yes (C6)

|ar1|, |ar2| |ar1| > |ar2| (C7) |a1| - |a2| = 1 (B3)

|ar2| > |ar1| (C8) |a2| - |a1| = 1 (B4)

ar1[i] Int.MIN ≤ ar1[i] ≤ Int.MAX (C9)
ar1[i] = Int.MIN (B5)

ar1[i] = Int.MAX (B6)

ar2[i] Int.MIN ≤ ar2[i] ≤ Int.MAX (C10)
ar2[i] = Int.MIN (B7)

ar2[i] = Int.MAX (B8)

Tools. Eclipse5 was the IDE used to
develop the functions, and JUnit was the
framework used to develop the test cases.
Students received instructions in order to
make sure they would concentrate their ef-
fort only on implementing the intended aux-
iliary functionalities (and tests for them).
For instance, the subjects were instructed
to implement functions as static methods
in a class with a predefined name. We did
this because static methods are easier to im-
plement since they do not require object in-
stantiation. Moreover, auxiliary functions
usually rely only on parameter values to ful-
fill their responsibility. This also enables the

5http://eclipse.org/ - 10/mar/2016

execution of our established test sets more
easily.

3.2. Experimental Design and Procedure

For the conducted experiment, we
adopted the repeated measures with cross-
over and control group experimental de-
sign (or pre-post test with control group),
in which each subject implemented func-
tions before and after acquiring the ST ba-
sic knowledge – in the case of the treatment
groups – or OO design / SE basic knowledge
– in the case of the control groups. Such
type of design supports more control to the
variability among subjects [28]. To mini-
mize the variability of the difference among
functions, we randomized the assignments
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among students for both groups. Finally,
to cancel function asymmetry, each function
was assigned to be implemented before and
after the treatment by different subjects.

Each experimental instance was con-
ducted in two sessions. In the first ses-
sion, prior to learning any ST, OO design,
or SE concepts, students implemented two
functions; and in the second session, after
learning ST, OO design, or SE, they imple-
mented other two functions. Since each sub-
ject implemented 4 functions, we collected
a total of 248 implementations.

Students had to implement functions
from different domains in the first and sec-
ond sessions. For instance, a student imple-
menting a1 and i2 in the first session would
implement a Math and a String function
in the second session. We did this to can-
cel the impact of function domains on each
other while implementing the functionali-
ties in the first and second sessions.

To help understanding the adopted ex-
perimental design, Table 5 presents part of
the assignments used for the experiment for
one of the groups.

Table 5: Partial task assignments to subjects.

Subject
1st Session 2nd Session
Functions Functions

01 a1 & m1 s1 & i1
02 a1 & s1 m1 & i1
03 a1 & i1 s1 & m1

04 s1 & m1 a1 & i1
05 s1 & i1 a1 & m1

06 m1 & i1 a1 & s1

07 a2 & m2 s2 & i2
08 a2 & s2 m2 & i2
09 a2 & i2 s2 & m2

10 s2 & m2 a2 & i2

..
.

..
.

..
.

3.3. Metrics

We adopted a straightforward metric to
evaluate the reliability of the developed

functions: their correctness in terms of their
Functional Test Set Success Rate (FTSSR).
For a given implementation, FTSSR is com-
puted by dividing the number of success-
ful test cases by the total number of test
cases developed for a given function. The
FTSSR is a continuous variable: it grades
implementations from 0.0 to 1.0. For in-
stance, an implementation of the a1 func-
tion that passed 10 test cases would receive
an FTSSR score of 0.5, since there are 20
test cases developed for it in its test set (see
Table 3).

For the effort evaluation, we measured
the total development time in minutes sub-
jects took to implement the two functions
in each session, and the average number of
produced lines of code (LoC). Some studies
have found a positive correlation between
the size of program modules in LoC and
fault-proneness [16, 34] (i.e., the larger a
module in LoC, the more faults it tends to
present). Therefore, by measuring the dif-
ference in LoC from the first to the second
session we are also secondarily evaluating an
additional reliability metric. That is, if code
produced in the second session is not larger
than code produced in the first session, we
have an additional evidence that reliability
has not decreased afterwards from such a
perspective.

To evaluate complexity, we computed
the average McCabe cyclomatic complexity
metric [27] (M). We used the Eclipse Met-
rics to measure both LoC and M6. Subjects
were responsible for registering the time
taken to implement functions.

3.4. Statistical Analysis

From a statistical standpoint, a simple
observation of the means or medians from

6http://metrics.sourceforge.net - 10/mar/2016
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sample observations is not enough to infer
about the actual populations. This happens
because the reached differences might be
a coincidence caused by random sampling.
To check whether the observed differences
are in fact significant, statistical hypothesis
tests can be applied.

In our study, each subject developed
functions before and after learning the ST,
OO design, or SE concepts. In this case, the
paired statistical hypothesis tests can com-
pare measures within subjects rather than
across them. Paired tests are considered to
greatly improve precision when compared to
unpaired tests [28]. Since our results seemed
to follow a normal distribution, according to
a Shapiro-Wilk normality test, we decided
to apply the paired Student t-test.

To have a more rigorous evaluation of our
results, for the statistical tests ran in our ex-
periment, we adopted a confidence level of
99%. Our analyses thus consider p-values
below 0.01 significant. For the statistical
tests we adopted the R language and envi-
ronment7.

In this paper, we ran statistical hypothe-
ses tests only for the experimental instances
with a considerable number of subjects;
namely, for ST1 and SE. Since ST2 and
OO involved only about 10 students, for
those groups we decided to perform only a
descriptive statistical analysis, to look for
general tendencies.

3.5. Survey with CS Professors

An additional evaluation we want to
make concerns the level of ST knowledge of
CS professors that teach introductory pro-
gramming courses. We believe it would
be important that these instructors had an
adequate notion of ST concepts, so that

7http://www.r-project.org/ - 10/mar/2016

they could introduce such ideas to beginners
(e.g., the ideas discussed in Section 1). In
order to check the level of ST knowledge of
professors, we invited instructors who teach
– or have taught – introductory program-
ming courses to respond to a survey with
10 basic ST questions. Since software en-
gineering professors would obviously have a
higher level of ST knowledge, we focused
our attention on professionals specialized in
other CS fields. 53 professors from diverse
Brazilian institutions completed our survey.

Table 6 presents the 10 questions we used
in our survey with the answer templates we
used to guide our grading. Answers were
graded from 0.00-1.00 according to how
close they were to the answer templates.
For instance, in question (1) some profes-
sors answered that software testing intends
to reveal errors, but did not mention that it
entails the execution of a program. Such an
answer would receive a 0.5 score, as it fails
to mention an important aspect of ST. Par-
ticipants were also instructed to state that
they did not know the answer for a given
question, if that was the case, which would
result in a 0.0 score for that question.

Total scores were then in the range of 0.00
to 10.00. For the answer templates we used
reference ST literature, that is, either fa-
mous textbooks – e.g., Myers et al.’s “The
art of software testing” [29] – or other well-
known references – e.g., the IEEE 1012-2012
IEEE Standard for System and Software
Verification and Validation [20], Zhu et al.’s
survey “Software unit test coverage and ad-
equacy” [38]. We tried to keep most an-
swer templates as verbatim from the texts
as possible, with only minor modifications
to fit an answer sentence.
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Table 6: The 10 questions used in our survey with their corresponding answer templates and references.

Question Template answer

1 What is software testing? "[T]he process of executing a program with the intent of finding errors." (Myers et al., 2011)

2 What is a test case?
"[A] set of test inputs, execution conditions, and expected results developed for a particular
objective, such as to exercise a particular program path or to verify compliance with a specific
requirement" (IEEE, 2012)

3 In general, what constitutes a successful test case "A successful test case is one that detects an as yet undiscovered error." (Myers et al., 2011)

4 What is the input domain of a program? "Possible values that the input parameters [of the program] can have." (Ammann and Offut, 2008)

5 What is functional - or black-box - testing? "[A testing technique where] test data are derived solely from the specifications (i.e., without
taking advantage of knowledge of the internal structure of the program)." (Myers et al., 2011)

6 What is structural - or white-box - testing? "[A testing technique that] derives test data from an examination of the program’s logic."
(Myers et al., 2011)

7 What is boundary value analysis? "[B]oundary-value analysis requires that one or more [input] elements be selected such that
each edge of the equivalence class is the subject of a test." (Myers et al., 2011)

8 What is mutation testing?
A fault-based testing criterion that evaluates how good a set of test cases is at distinguishing
the original program from a set of mutants (i.e., "alternative programs that differ from the
original program in some fashion"). (Zhu et al. 1997)

9 What is a testing criterion?
"[A] criterion that defines what constitutes an adequate test." (Zhu et al. 1997) or
"[A] rule or collection of rules that impose test requirements on a test set." (Ammann and
Offut, 2008)

10 Is it reasonable to argue that "virtually all program
contain faults"? Yes. (Myers et al. 2011)

4. Results and Analysis

In this section we analyze results for
each experimental instance involved in our
study8. We group results by treatment and
control groups.

4.1. Treatment Groups

Table 7 presents the results of our exper-
iment for the main treatment group ST1.
For FTSSR, the table shows the results for
each function implemented and the aver-
age. For other metrics, it shows only the
average (Cyclomatic Complexity - M - and
Lines of Code - L) and total (Development
Time - T ). To allow a visual analysis of
the main metric targeted in our study, Fig-
ure 1 shows a boxplot of the FTSSR out-

8All data generated in our experiment can
be found at http://www.ict.unifesp.br/

fsilveira/data/SoftwareTestingExperiment_

data.zip. We encourage readers to replicate our
experiment – possibly in other settings – to obtain
further evidence about this topic.

comes for that group. Note that some sub-
jects were removed from our analysis either
for producing outliers in terms of FTSSR,
or for not completing all assigned tasks (for
instance, some students did not implement
one of the two functions required for each
session). Outliers are discussed in Section 6.

We can notice that results related to re-
liability improved significantly and consis-
tently after the ST course took place: the
average FTSSR went from 0.70 to 0.84, a
20% improvement. Also, the number of
implementations that passed all tests more
than doubled in the second session: they
went from 4 to 10. Moreover, the single
subject that produced two implementations
that passed all tests only did so in the sec-
ond session (subject #13). Note that 13 out
of the 20 subjects (65%) achieved better re-
liability results after taking the ST course.
The boxplot also shows that the subjects’
performance was more varied in the first ses-
sion, while in the second session they were
consistently better. The second session box

11

http://www.ict.unifesp.br/fsilveira/data/SoftwareTestingExperiment_data.zip
http://www.ict.unifesp.br/fsilveira/data/SoftwareTestingExperiment_data.zip
http://www.ict.unifesp.br/fsilveira/data/SoftwareTestingExperiment_data.zip


Table 7: Outcomes for the treatment group.

S

1st Session 2nd Session

FTSSR
ΣT µL µM

FTSSR
ΣT µL µM

F1 F2 µ F1 F2 µ

1 0.95 0.00 0.48 40 11.00 2.00 0.83 1.00 0.92 61 19.50 3.50

2 0.55 0.71 0.63 28 16.50 1.50 0.56 1.00 0.78 80 16.00 5.00

3 0.85 0.42 0.63 16 14.50 2.50 0.83 0.86 0.85 80 18.00 4.00

4 0.83 0.86 0.85 28 16.00 4.50 0.85 0.92 0.88 7 15.50 5.00

5 0.85 0.83 0.84 34 14.50 3.00 0.71 0.82 0.77 82 16.50 7.00

6 0.85 1.00 0.93 45 17.00 5.00 0.83 0.71 0.77 40 17.50 4.50

7 0.83 0.64 0.73 30 16.00 2.00 0.92 1.00 0.96 51 10.00 3.50

8 0.58 0.43 0.51 32 10.00 2.50 0.83 0.71 0.77 70 16.00 3.00

9 0.92 0.83 0.88 35 16.00 3.00 1.00 0.86 0.93 110 21.50 5.50

10 0.55 0.67 0.61 90 19.50 4.50 0.92 0.71 0.82 120 18.00 4.50

11 1.00 0.82 0.91 75 23.00 6.50 0.83 0.83 0.83 70 21.50 4.50

12 0.43 0.71 0.57 40 9.50 1.50 0.85 0.81 0.83 60 13.50 3.00

13 0.92 0.06 0.49 30 18.50 3.50 1.00 1.00 1.00 56 18.50 5.00

14 0.75 0.06 0.41 45 14.50 2.00 1.00 0.82 0.91 45 16.50 5.00

15 0.63 0.71 0.67 35 28.50 5.00 0.95 1.00 0.98 25 24.00 6.00

16 0.50 0.43 0.46 30 14.00 3.00 0.67 1.00 0.83 37 20.00 6.50

17 0.85 0.57 0.71 22 9.50 4.50 0.56 0.86 0.71 60 22.00 4.00

18 0.83 0.92 0.88 50 14.00 2.50 1.00 0.64 0.82 63 20.50 6.00

19 1.00 0.82 0.91 33 15.50 5.00 0.42 0.92 0.67 22 15.50 3.00

20 1.00 0.86 0.93 31 17.00 4.00 0.85 0.83 0.84 18 15.00 3.00

µ 0.78 0.62 0.70 38.45 15.75 3.40 0.82 0.87 0.84 57.85 17.78 4.58

Legend: S = Subject; FTSSR = Functional Test Set Success
Rate; Fn = Function n; µ = Average; Σ = Total; T =
Development Time (in minutes); L = Lines of Code; M =
Cyclomatic Complexity.

is smaller and higher than the first session
one.

Other interesting outcomes are worth
noting. For instance, the minimum FTSSR
was improved by approximately 65% from
the first to the second session (it went from
0.43 to 0.71). This indicates that even less
proficient programmers can benefit from the
ST knowledge, with respect to producing
more reliable software. Also note that the
subject that reached such a minimum in the
first session, raised her FTSSR score to 0.91,
on average, in the second session: a very
significant improvement (one of the func-
tions developed by the student in that ses-
sion passed all tests). Another interesting
outcome is that there is only a single func-
tion that did not pass any of the tests, and it
was produced in the first session only. The
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Figure 1: Boxplot of the Functional Test Set Suc-
cess Rate (FTSSR) outcomes of our experiment,
for the ST1 treatment group. Legend: woTK =
without Testing Knowledge; wTK = with Testing
Knowledge.

same subject that developed such a function
– subject #1 – developed another one that
passed all tests in the second session.

To check whether the observed difference
in terms of correctness was significant – the
difference in average FTSSR –, we ran the
t-test, which indicated a statistically signif-
icant difference at 99% confidence level (df
= 19, p-value = 0.005168). Such result fa-
vors the alternative hypothesis (H1-A) that
subjects perform better after learning the
ST concepts and techniques. We believe
this is a key finding, since even for support-
ive functionality it appears that learning ST
can bring benefits to developers. Moreover,
the larger number of completely correct im-
plementations for subjects in the second ses-
sion shows that they tend to be more care-
ful while implementing auxiliary functions
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after being exposed to ST knowledge, prob-
ably taking into account exceptional inputs
that were included in the test sets.

Because we are considering reliability as
the system’s quality driver, a failing test
case in our scenario is critical. This is
particularly true for our experimental set-
ting: since we applied functional testing,
each test covers an important part of the
functionality (i.e., either an input or out-
put equivalence class, or a boundary value),
therefore a failing test case impacts signifi-
cantly on the correctness of the system. In
this sense, our results indicate that the ex-
position to ST knowledge could even help
prevent serious problems caused by auxil-
iary functions, like the ones reported by ma-
jor companies, as discussed in Section 3 and
by Lemos et al. [24].

In our additional investigation into the
impact of learning ST theory on effort and
complexity, we also reached interesting re-
sults. With respect to duration, subjects
invested considerably more time in the sec-
ond session: 19.4 minutes more, on aver-
age (more than 50%). To check whether
the observed difference in terms of time was
significant, we ran the t-test, which indi-
cated a statistically significant difference at
99% confidence level (df = 19, p-value =
0.002406). Such result favors the alternative
hypothesis (H2-A) that subjects invest more
time implementing functions after learning
the ST concepts and techniques. This is an
indication that they tend to be more cau-
tious after the exposition to ST theory, ei-
ther by investing more time in the applica-
tion code itself, or in the tests.

On the other hand, when we look into
the produced lines of application code, we
did not find a significant difference: sub-
jects produced, on average, 2.03 more LoC
in the second session (15%). This is quite

surprising as the implementations produced
after learning the ST theory were more reli-
able than the ones produced before, but not
significantly larger in terms of LoC. This in-
dicates that ST theory might improve pro-
gramming skills not only in terms of produc-
ing more correct code, but also in terms of
producing leaner code. To confirm our intu-
ition, we ran the t-test, which in fact did not
indicate a statistically significant difference
at 99% confidence level (df = 19, p-value
= 0.03048). Such result favors the null hy-
pothesis (H2-0 ) that subjects produce sim-
ilar number of lines of code after learning
ST.

As commented in Section 3, some stud-
ies have found a positive correlation be-
tween the size of program modules in LoC
and fault-proneness. Since implementations
produced in the second session were not sig-
nificantly larger in LoC, we believe this is an
additional evidence that reliability did not
decrease from the first to the second session.

With respect to complexity, code pro-
duced in the second session was sensibly
more complex than code produced before,
in terms of the McCabe’s complexity met-
ric: 1.18 points higher, on average (34.70%).
Such difference indicates that the functions
implemented after learning ST contained
more conditional statements. This is ex-
pected, as those functions were more suc-
cessful against the established test suites,
which covered exceptional inputs. The t-
test indicated a statistically significant dif-
ference at 99% confidence level (df = 19,
p-value = 0.004649). Such result favors the
alternative hypothesis (H3-A) that subjects
tend to produce more complex implemen-
tations after learning the ST concepts and
techniques.
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Table 8: Outcomes for the ST2 (small) treatment
group.

S

1st Session 2nd Session

FTSSR
ΣT µL µM

FTSSR
ΣT µL µM

F1 F2 µ F1 F2 µ

1 0.50 0.56 0.53 35 15.00 2.00 0.43 0.86 0.64 45 12.00 3.00

2 0.00 0.63 0.31 60 14.50 2.50 0.57 0.17 0.37 25 15.00 3.50

3 0.85 0.69 0.77 30 21.00 3.50 1.00 0.86 0.93 240 12.00 2.50

4 0.80 0.82 0.81 47 18.50 6.00 0.92 1.00 0.96 27 15.50 5.00

5 0.43 0.00 0.21 90 21.50 6.00 0.57 0.85 0.71 60 20.00 4.50

6 0.83 0.75 0.79 50 15.50 3.00 0.43 0.09 0.26 50 17.00 4.50

7 0.00 0.33 0.17 30 9.50 2.50 0.14 0.13 0.13 35 18.00 2.50

8 0.58 0.42 0.50 40 13.50 2.00 0.29 0.25 0.27 60 35.50 4.50

9 0.18 0.67 0.42 33 19.00 3.50 0.43 0.00 0.21 50 12.00 2.50

10 0.00 0.83 0.42 40 13.50 2.00 0.85 1.00 0.93 7 14.00 3.00

µ 0.42 0.57 0.49 45.50 16.15 3.3 0.56 0.52 0.54 59.90 17.10 3.55

Legend: S = Subject; FTSSR = Functional Test Set Success
Rate; Fn = Function n; µ = Average; Σ = Total; T =
Development Time (in minutes); L = Lines of Code; M =
Cyclomatic Complexity.

Small Treatment Group Replication

Table 8 shows results of our small treat-
ment group ST2. Since the sample size for
this experimental instance was small – only
10 subjects participated in the replication
–, we only conduct a descriptive analysis of
the results.

Note that for this group the FTSSR also
had a small increase from the first to the
second session – that is, students performed
slightly better with respect to reliability af-
ter learning ST, similarly to the main treat-
ment group. Total Development Time also
increased afterwards, by 14.4 minutes, on
average. The other metrics, LoC and cy-
clomatic complexity also had a small incre-
ment.

The most interesting outcomes for this
group, however, are related to limit values
of FTSSR. Note that four functions devel-
oped by students in the first session did not
pass any of the tests. On the second ses-
sion, however, only a single function did
not pass any of the tests (a 75% decrease).
Also note that there were no implementa-

tions that passed all tests in the first session,
while in the second, this number raised to
three. While it is hard to affirm anything
for certain based on these extreme cases, we
believe they are consistent with our obser-
vation that ST knowledge can make devel-
opers more cautious, and thus improve the
reliability of their code.

4.2. Control Groups

The control groups were added to our
study to reduce threats to the internal valid-
ity of our experiment, in particular related
to history (e.g., students in the treatment
groups could have been exposed to other
types of knowledge that might also have had
an impact on reliable programming). Next
we analyze results for both control groups
included in our study – SE and OO.

Table 9 presents the results for our main
control group – SE, with a sample of 22
subjects. Again, to allow a visual analysis
of the main metric targeted in our study,
Figure 2 shows a boxplot of the FTSSR out-
comes for that group. Note that results re-
lated to FTSSR, our main metric, was very
different from the treatment group. The
difference becomes very clear when we look
at the two boxplots presented, for the main
treatment and control groups (Figure 1 and
Figure 2). Note that while the second ses-
sion box from the treatment group is lo-
cated at a higher level than the first session
box, the second session average from the
control group is slightly lower than the first
session average. In fact, at this time, stu-
dents had a marginally worse performance
in the second session when compared to the
first (7% lower, 0.58 in the first session vs.
0.54 in the second session, on average). The
t-test shows that the difference was not sta-
tistically significant at 99% confidence level
(df = 23, p-value = 0.734). This is an im-
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portant result, as it shows evidence that the
ST knowledge can have a significant impact
on reliable programming, while SE cannot.

Table 9: Outcomes for the SE main control group.

S

1st Session 2nd Session

FTSSR
ΣT µL µM

FTSSR
ΣT µL µM

F1 F2 µ F1 F2 µ

1 0.43 0.18 0.31 73 13.50 2.50 0.85 0.67 0.76 32 12.00 3.00

2 0.58 1.00 0.79 31 9.50 2.50 0.00 0.71 0.36 41 23.00 2.50

3 1.00 0.57 0.79 22 13.50 5.00 0.18 0.67 0.42 45 17.50 3.50

4 0.95 0.50 0.73 57 19.50 2.50 0.27 0.19 0.23 74 17.50 2.50

5 0.43 0.82 0.62 32 12.50 3.50 0.17 0.13 0.15 50 20.00 3.50

6 0.92 0.18 0.55 28 20.00 5.00 0.13 1.00 0.56 29 20.50 3.50

7 0.67 0.58 0.63 70 13.00 2.00 0.85 0.45 0.65 70 19.00 4.50

8 0.43 0.13 0.28 9 16.50 2.50 0.82 0.58 0.70 6 15.50 4.00

9 1.00 0.25 0.63 15 14.00 2.50 0.85 0.55 0.70 11 11.50 3.50

10 0.36 0.67 0.52 17 14.00 2.00 0.14 0.55 0.35 18 15.00 3.00

11 0.69 0.00 0.34 100 9.00 1.50 0.33 0.00 0.17 34 15.50 2.50

12 0.14 0.00 0.07 23 18.00 3.00 0.75 0.75 0.75 22 19.50 3.00

13 0.92 0.71 0.82 32 16.00 4.00 0.50 0.63 0.56 32 24.00 4.00

14 0.85 1.00 0.93 10 10.00 3.50 0.27 0.69 0.48 9 15.50 3.00

15 0.71 0.67 0.69 89 20.50 3.00 0.92 1.00 0.96 31 16.00 5.00

16 0.85 0.69 0.77 23 15.00 3.00 0.71 0.45 0.58 85 28.00 6.50

17 0.29 0.83 0.56 100 15.50 2.00 0.50 0.85 0.68 25 18.50 4.50

18 0.92 0.82 0.87 90 15.50 3.50 0.13 0.83 0.48 22 14.00 4.50

19 0.92 0.00 0.46 17 13.00 3.00 0.67 0.43 0.55 25 12.00 2.00

20 0.14 0.58 0.36 4 11.50 1.50 0.75 0.71 0.73 60 20.00 6.50

21 0.85 0.86 0.85 75 20.00 4.00 1.00 0.42 0.71 30 12.50 2.00

22 0.33 0.29 0.31 33 14.50 2.50 0.13 0.58 0.35 22 16.00 2.50

µ 0.65 0.51 0.58 43.18 14.75 2.93 0.50 0.58 0.54 35.14 17.41 3.61

Legend: S = Subject; FTSSR = Functional Test Set Success
Rate; Fn = Function n; µ = Average; Σ = Total; T =
Development Time (in minutes); L = Lines of Code; M =
Cyclomatic Complexity.

When we look at the effort metrics, we
can also see that they were not significantly
affected by the SE knowledge either. Dif-
ferently from the treatment group, subjects
took a little less time on average to de-
velop functions in the second session (8
minutes less on average than in the sec-
ond session). The t-test confirms a non-
significant difference at 99% confidence level
(df = 23, p-value = 0.2157). LoC, on the
other hand, was increased by 2.65, on av-
erage. However, the t-test also indicates a
non-significant difference at 99% confidence
level (df = 23, p-value = 0.0161). With re-
spect to complexity, the McCabe’s complex-
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Figure 2: Boxplot of the Functional Test Set Suc-
cess Rate (FTSSR) outcomes of our experiment, for
the SE control group. Legend: woSEK = without
Software Engineering Knowledge; wSEK = with
Software Engineering Knowledge.

ity metric was improved only by 0.68 points.
Such difference was also confirmed as non-
significant by the t-test, at 99% confidence
level (df = 23, p-value = 0.03593).

In summary, the performance of our main
control group – SE – points out that the SE
knowledge does not affect significantly the
performance of developers, as the difference
between outcomes for all metrics were found
to be non-significant from one session to the
other. This is a stronger evidence that the
ST knowledge can in fact impact on the re-
liability of code, as when students take an-
other course – and one that is also related to
software development –, we do not observe
the differences that were reached when sub-
jects were taking the ST course.

Table 10 shows results for the OO control
group. Although the sample size was much
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Table 10: Outcomes for the OO (small) control
group.

S

1st Session 2nd Session

FTSSR
ΣT µL µM

FTSSR
ΣT µL µM

F1 F2 µ F1 F2 µ

1 1.00 0.75 0.88 67.00 13.50 2.50 0.60 1.00 0.80 23.00 19.50 6.00

2 0.58 0.29 0.43 35.00 12.00 3.00 0.00 0.75 0.38 11.00 17.00 3.00

3 0.71 0.75 0.73 27.00 19.50 3.50 0.82 0.56 0.69 39.00 24.00 5.00

4 0.95 0.06 0.51 49.00 12.50 1.00 0.92 0.75 0.83 30.00 14.00 2.50

5 0.92 0.43 0.67 41.00 18.00 5.00 1.00 0.85 0.93 11.00 10.50 3.50

6 0.43 0.58 0.51 18.00 17.50 5.00 0.56 0.83 0.70 53.00 15.50 3.00

7 0.50 0.29 0.39 45.00 16.00 3.00 0.67 0.29 0.48 28.00 13.50 2.00

8 0.92 0.29 0.60 8.00 11.00 3.00 1.00 0.57 0.79 28.00 17.00 5.50

µ 0.75 0.43 0.59 36.25 15.00 3.25 0.70 0.70 0.70 27.88 16.38 3.81

Legend: S = Subject; FTSSR = Functional Test Set Success
Rate; Fn = Function n; µ = Average; Σ = Total; T =
Development Time (in minutes); L = Lines of Code; M =
Cyclomatic Complexity.

smaller for such a group – only 8 subjects –,
some interesting outcomes are worth noting.
In particular, results reached for this group
reinforce the evidence that the ST theory
can have more impact on reliable program-
ming than other types of knowledge. Note
that although FTSSR also improved in the
second session for this group – differently
than for the SE group –, the difference was
not as significant and consistent as for the
main treatment group. It is worthwhile not-
ing that this group was taking a Java OO
design course, so it was expected that their
programming skills would be somehow im-
proved afterwards, even though the OO con-
cepts and patterns were not directly related
to the algorithms implemented in the exper-
iment rounds. On the other hand, the ST
course, which does not focus directly on pro-
gramming, had a more significant impact on
reliable programming.

Other outcomes are worth noting. For
instance, similarly to the main treatment
group, there was a single implementation
that did not pass any of the tests. However,
for this control group, such implementation
was produced in the second session (recall

that for the treatment group no subject im-
plemented a function that did not pass any
tests in the second session). Also note that,
differently from the main treatment group,
cyclomatic complexity was not significantly
higher in the second session (df = 7, p-value
= 0.2251). This is an evidence that the
students taking the ST course were proba-
bly more cautious about exceptional inputs,
which made them add conditionals to their
implementations, whereas the same did not
happen here. On the other hand, similarly
to the SE group, for the OO group the
total development time reduced from the
first to the second session. This is an inter-
esting deviation from the treatment group,
which took significantly more time to de-
velop functions after learning ST (probably
because they were more cautious and devel-
oped tests for their implementations). With
respect to LoC, similarly to the treatment
and SE control group, there was no signifi-
cant difference from the first to the second
session.

In summary, with respect to reliability, it
can be noticed that the ST knowledge seems
to have had more significant impact on the
students than the Software Engineering and
OO design knowledge. Also, it seems that
the subjects that were exposed to ST theory
became more cautious afterwards, by tak-
ing more time to implement functions and
tests, and by adding conditionals to cover
borderline cases.

4.3. Survey with Computer Science Profes-
sors

In our first investigation with students,
we have observed that teaching ST provides
benefits. But are programming educators
able to teach testing? In particular, what is
the level of ST knowledge of instructors who
teach introductory programming courses?
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Our second investigation tried to shed some
light into this question.

We obtained 53 responses to our survey
with the aim of assessing the level of ST
knowledge of Computer Science professors
that have taught introductory programming
courses. The participants are from diverse
Brazilian institutions. Table 11 presents
statistics of the results from the survey.
Outcomes reveal that instructors have a low
level of ST knowledge, since the average
score was 4.24. Note that more specific
questions – such as Question 8 about mu-
tation testing – received the lowest scores.

Table 11: Outcomes for our survey with CS profes-
sors.

Question Average Score
1 0.41
2 0.49
3 0.49
4 0.70
5 0.38
6 0.40
7 0.17
8 0.05
9 0.24
10 0.88

Overall Score
Avg. 4.24
Min. 0.00
Max. 7.75

To analyze the most common deficiencies,
next we discuss the most frequent answers
for each of the questions. With respect
to Question 1: What is software testing?,
we noticed that most subjects define ST as
“a technique to verify whether the software
corresponds to its requirements”. Instruc-
tors fail to see the destructive aspect of ST,
which is very important for an effective test-
ing activity, as discussed a long time ago by
Myers et al. [29], since the first edition of
“The Art of Software Testing”. Also, most

subjects fail to mention that software test-
ing refers to a dynamic task that requires
running software, as opposed to other static
techniques, such as inspections (whose goals
are also to check whether the “software cor-
responds to its requirements”).

With respect to Question 2: What is a
test case?, most subjects have only a high-
level view of this term, commonly defining
it as “a usage scenario of the program”.
This reveals a lack of understanding about
the concreteness of a test case, which basi-
cally refers to a pair of input and expected
output for a given program. In Question
3: In general, what constitutes a successful
test case?, most professors responded that a
test that passes is the most successful. Sub-
jects again fail to see the that a failing test
case is much more valuable to a developer,
since it reveals an as yet undiscovered fault
(given that the most realistic approach to
software development is to expect that ev-
ery program contains faults, as referred to
in Question 10).

Most subjects answered Question 4:
What is the input domain of a program?
correctly. We believe that this might be be-
cause domain is a more general term that
also appears in other fields (e.g., in math-
ematical functions), so more subjects are
familiar with such a concept. In Question
5: What is functional - or black-box - test-
ing?, most professors recognize that it refers
to a testing technique in which the tester
does not have knowledge about the internal
structure of the implementation. However,
most fail to mention that the input data for
functional testing comes from the inspection
of specifications. With respect to Question
6: What is structural - or white-box - test-
ing?, again most subjects correctly pointed
out that it refers to a technique in which
the tester has knowledge about the inter-
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nal structure of the software. Nonetheless,
most of them failed to mention that test
data should be derived from such a knowl-
edge.

With respect to the more specific ST
questions, namely, Question 7: What is
boundary value analysis?, Question 8: What
is mutation testing?, and Question 9: What
is a testing criterion?, most subjects re-
sponded that they did not know about such
concepts. For Question 10: Is it reasonable
to argue that virtually all programs contain
faults?, most subjects responded correctly
by saying ‘Yes’. However, we found it sur-
prising that there were still six respondents
that answered “No” (that is, they failed to
see that it is improbable for developers to
produce even a simple program with total
absence of faults, due to the complexity of
software itself).

The results of our survey are important to
show that instructors lack the adequate un-
derstanding of basic ST concepts, the same
knowledge that, as indicated by our main
study, can make developers produce more
reliable software.

5. Discussion

An interesting insight provided by our ex-
periment is that subjects in the treatment
group seemed to have performed better even
when no specific testing technique was ex-
plicitly applied. As discussed in Section 3,
no testing tools were readily available to
the students when they performed the ex-
perimental tasks. This was done because
we were more interested in the impact that
the testing knowledge itself had on program-
ming skills, not as much in the impact of the
application of formal testing techniques.

Although students were also trained to
write JUnit test cases, some wrote their

tests on main programs. For instance, Fig-
ure 3 shows a code snippet of tests imple-
mented by one of the subjects on the second
session in a main method. This student was
one of the ones that obtained good results
after learning ST theory. Note that noth-
ing implies that a specific testing technique
was being explicitly applied. Although it
appears that a strategy similar to the one
established by functional testing was fol-
lowed (i.e., some even and odd numbers
were tried, the number one was tried), it
does not seem that a formal partitioning of
the input domain was performed, neither
that all boundary values were considered.
However, the student did perform better
in the second session, indicating that the
ST theory improved her/his programming
skills. In fact, in one of the first session
implementations by the same subject, none
of the tests passed, indicating that signifi-
cantly better coding was happening in the
second session.

public static void main(String [] args) {

//m1 - power of two

boolean r;

r=Util.isPowerOfTwo (5);

System.out.print(r);

System.out.println("");

r=Util.isPowerOfTwo (1);

System.out.print(r);

System.out.println("");

r=Util.isPowerOfTwo (4);

System.out.print(r);

System.out.println("");

r=Util.isPowerOfTwo (8);

System.out.print(r);

System.out.println("");

r=Util.isPowerOfTwo (16);

System.out.print(r);

...

}

Figure 3: A code snippet from tests developed by
one of the subjects in the second session of our ex-
periment.

On the other hand, it must be noted that
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some of the students did write tests follow-
ing a specific technique. For instance, Fig-
ure 4 shows a partial JUnit class with tests
developed by another subject that also had
better outcomes on the second session. Note
that, in this case, it appears that functional
testing was being followed more thoroughly:
there are additional tests for zero, a nega-
tive number, and a large number.

public class UtilTest extends TestCase {

...

public void testIsPowerOfTwo (){

assertTrue(Util.isPowerOfTwo (4));

}

public void testIsPowerOfTwoWrong (){

assertFalse(Util.isPowerOfTwo (9));

}

public void testIsPowerOfTwoZero (){

assertFalse(Util.isPowerOfTwo (0));

}

public void testIsPowerOfTwoNegative (){

assertFalse(Util.isPowerOfTwo (-2));

}

public void testIsPowerOfTwoLarge (){

assertTrue(Util.isPowerOfTwo (4096));

}

...

}

Figure 4: Code snippet from tests developed by
another subject in the second session of our exper-
iment.

Another interesting result in our study
refers to the increase in cyclomatic com-
plexity from code produced after learning
ST. We hypothesize that this increase is re-
lated to additional checks that subjects tend
to add after being exposed to testing con-
cepts. In particular, we noticed students
were more careful while implementing their
functions after taking the course. For in-
stance, consider the code snippets presented
in Figure 5 which refer to functions imple-
mented by the same subject before and af-
ter learning ST. We can see that in the first
function there are no checks against vari-
ables (e.g., to verify nullity of variables).

On the other hand, in the second func-
tion the subject tested to see (1) whether
strings did not have a particular format; (2)
whether a particular object was not null;
and (3) whether the file existed afterwards.
While it is difficult to compare different
types of functions that may require more
or less checks, we can see that in the second
implementation the subject was more care-
ful and introduced more conditionals to the
code. We believe that was the reason that
cyclomatic complexity was significantly in-
creased for such a sample, while the same
was not observed for the control groups.

In their classic The Art of Software Test-
ing [29], Myers et al. argue that “the soft-
ware tester needs the proper attitude [..]
to successfully test a software application”.
They go on to say that such psychology of
testing establishes the most important con-
siderations in ST. Our results indicate that
the exposition to the principles behind such
testing attitude, along with the techniques
that derive from it, might produce positive
effects on programmers themselves, with re-
spect to reliable programming.

Agile development proponents seem to
have identified the effect of such testing atti-
tude, by encouraging testing activities along
the development process (e.g., the test in-
fected condition [6]). In fact, in a recent
survey with 326 agile developers, two of the
top 5 most important agile principles iden-
tified by developers involved testing (i.e.,
“Automated tests run with each build”, and
“Automated unit testing”) [35]. Although
ST activities in the agile community are
more on the lines of practical testing as op-
posed to more formal testing, both agile
philosophy and classical testing education
do share important principles with regards
to ST. For instance, both traditional test-
ing literature [29] and test-driven develop-
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...

String [] split = s.split(" ");

StringBuffer []sbs =

new StringBuffer[split.length ];

for(int i = 0; i < split.length; i++){

sbs[i] = new StringBuffer(split[i]);

Character c = sbs[i]. charAt (0);

c = c.toUpperCase(c);

sbs[i]. setCharAt (0, c);

}

s = "";

for(StringBuffer s1: sbs){

s += s1.toString ();

s +=" ";

}

s = s.trim ();

System.out.println(s);

return s;

...

(a) Code snippet of the s1 function.

...

if(source.startsWith(" "))

return;

if(target.startsWith(" "))

return;

File f = new File(target+"/"+source );

if(f == null)

return;

f.createNewFile ();

if(!f.exists () )

return;

...

(b) Code snippet of the i2 function.

Figure 5: Snippets of code implemented by a subject before and after learning ST.

ment proponents [1] put forward the idea
that successful test cases are the ones that
find faults, and not the ones that simply
“pass”.

6. Threats to Validity

It is common knowledge that all empirical
studies have limitations [8]. On the other
hand, we believe our study had several char-
acteristics that made it more rigorous and
thus with improved validity. In particular,
the fact that it was conducted in an aca-
demic setting made us have more control
over confounding effects. In any case, there
are still limitations that are worth mention-
ing. In this section we discuss such limi-
tations based on three types of threats to
validity described by Wohlin et al. [36]. For
each type, we list possible threats, measures
taken to reduce each risk, and suggestions
for improvements in future studies.

6.1. Internal Validity

The lack of control of the subjects’ skills
on programming and testing (other than
all being in the same year of the program)
might have affected the internal validity
of our experiment. However, the repeated
measures design decreases the probability
of this threat affecting our outcomes, be-
cause the same subjects implemented func-
tions before and after learning ST and OO
Design.

An aspect to be also considered is mortal-
ity. Since we had more students invited to
participate in the experiment in the begin-
ning (some of them did not complete the
two sessions and were therefore excluded
from the study), the actual tasks that took
place did not follow the exact initial assign-
ments. This could affect the balance of the
assignments that was taken into consider-
ation in the experiment design. However,
we believe that since our sample was not
too small for the treatment group, an ad-
equate balance could still be maintained.
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Moreover, the initial assignment set con-
tained some redundancies which helped cir-
cumvent such threat.

One may question the effect of the re-
cent exposure to testing-related theory and
practice on the performance of the treat-
ment groups. A question that raises is:
“What should be the results of the experi-
ment if the subjects were invited to perform
similar assignments after some time (e.g.,
a few months)?”. To analyze this issue, we
would need to run more rounds of the exper-
iment with the same sujects and similar as-
sigments. Nevertheless, we call the reader’s
attention to the fact that knowledge just ac-
quired by the subjects of the control groups
(namely, OO design and Software Engineer-
ing) did not significantly improve their pro-
gramming skills in terms of reliability. That
is, the exposure to other SE-related theory
and practice did not lead CS students to
achieve significant increase in code quality
in terms of reliability.

Another threat to the internal validity of
our experiment was the removal of some
subjects that produced outliers with re-
spect to the FTSSR metric in the treat-
ment group9. In fact, when the same sta-
tistical test is run in the presence of the
outliers, it indicates a non-significant dif-
ference at 99% confidence level. In order
to justify the removal of such outliers, we
investigated what could have affected these
particular students in making them produce
such extraneous results. In three cases, the
FTSSR score was far below the average in
the second session (0.21, 0.29, and 0.30),
and in the remaining case, far below the av-
erage in the first session (0.31). The three
subjects of the first group – results which

9In all cases the outliers were identified by box-
plotting our results in R.

could affect our conclusions – had strong
reasons not to benefit well from the ST
course: one of them was a foreigner with
difficulty in understanding the language in
which the course was taught; the second
had a poor record of scores in many other
courses taken; and the third was a part-time
student. It is important to note that the
same outlier identification process was con-
ducted for all data produced in our study,
and that the outliers only appeared for this
group.

Finally, an additional threat to the inter-
nal validity of our experiment refers to the
development time variable. Since subjects
themselves were responsible for recording
their own development time, some of them
might have registered it wrong, which could
affect our results. In any case we made sure
to stress students to correctly register their
starting and submission times as comments
to their code. Since tasks usually did not
take long (2 hours maximum), we believe
most subjects registered their completion
time correctly. On the other hand, since
the same registering method was used for
all subjects, imprecise outcomes that possi-
bly occurred might have been equally dis-
tributed between sections.

6.2. External Validity

The use of students as subjects for our
experiment might have reduced its exter-
nal validity. In fact, some experiments have
shown opposite trends for students and pro-
fessionals (e.g., Arisholm and Sjoberg [3]).
However, according to other authors, stu-
dents can play an important role in experi-
mentation in the field of Software Engineer-
ing [5, 23]. For instance, Canfora et al. [9]
have conducted a pair programming exper-
iment in academia and replicated the same
experiment in industry. According to the
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authors, the experiments produced similar
results for both samples.

Another more recent study that involved
Test-Driven Development (TDD) has also
shown similar outcomes for both students
and professionals. The same study points
with more in-depth analysis that students
can in fact sometimes be representatives of
professionals in Software Engineering exper-
iments, in particular when trying new ap-
proaches [33]. Since in our case, students
were being exposed to testing knowledge for
the first time, it is likely that professionals
with little testing background would per-
form similarly. Carver et al. [12] also ana-
lyze characteristics in which empirical stud-
ies with students can make them more valid.
According to the authors, when studying is-
sues related to a technology’s learning curve
or the behavior of novices, students are ex-
actly the right test population. In our case,
since we wanted to evaluate how learning
ST could impact on the behavior of pro-
grammers, we believe our experiment falls
into such a category of study.

The students involved in our experiment
– except for the single one mentioned before
– were all Brazilians. It might be the case
that students from other nationalities might
perform differently. Moreover the experi-
ment only involved students from a single
school, the Federal University of São Paulo.
Replications with students from other coun-
tries and schools would be required to be
able to further generalize our results.

As commented in Section 4, history might
also have affected our experiment. In par-
ticular, subjects of the treatment group
could have gathered other knowledge that
would also impact on the FTSSR metric.
However, the fact that FTSSR outcomes
were not significantly affected for the large
control group – with students at the same

level but who were not taking the ST course
– helps increase confidence that the gath-
ered ST knowledge explains the improve-
ment in reliable programming for the treat-
ment group.

6.3. Construct Validity

A characteristic of our experiment that
might have affected its construct validity
is related to the metrics we have chosen
to evaluate our results. For instance, we
have used functional testing to develop the
set of test cases to measure the reliability
of the produced code. However, since we
have taught such technique to the subjects,
results might only indicate the extent to
which they have applied it, but not the im-
pact of the ST knowledge as a whole. How-
ever, as discussed in Section 5, some stu-
dents did not appear to have explicitly used
this technique, which indicates that at least
for some subjects, other principles and tech-
niques might have played a role in the fi-
nal outcomes. For instance, mutation test-
ing theory stresses common types of faults
made by developers, modeled as mutation
operators. Such theory might also have
stimulated students to omit faults that were
present in the first session implementations
in their second session code. Moreover, as
commented in Section 4, the non-significant
increase in LoC in implementations from
the first to the second session was also a
secondary evidence that reliability has not
decreased afterwards.

7. Related Work

To the best of our knowledge, there are
no studies that directly measure the impact
of software testing education on program-
ming skills, in particular with respect to the
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production of more reliable software. How-
ever, there are investigations into the test-
ing proficiency of CS students, and the im-
provement of ST education in CS curricula.
Also, there are studies that generally high-
light the importance of ST education. Next,
we sample some of these studies in compar-
ison to ours.

In regard to the testing proficiency of CS
students, Carver and Kraft [11] conducted
an empirical study to determine the test-
ing ability of senior-level CS students. In
particular, they wanted to evaluate whether
students were able to create small, com-
plete test suites for simple programs. Re-
sults show that a coverage tool can signif-
icantly help students produce better tests.
While this investigation is related to ours,
it is significantly different in that Carver
and Kraft’s experiment evaluated the test-
ing ability of students, while our study in-
vestigates the impact of ST education on
programming skills.

With respect to improving software test-
ing education, particularly in CS programs,
some authors report on a positive “side-
effect” in programming skills. Neverthe-
less, to the best of our knowledge, these
studies do not report on controlled exper-
iments to assess such “side-effect”. For in-
stance, Jones [22] has explored the integra-
tion of testing into introductory CS courses
through testing labs and diverse forms of
courseware, including tool support for au-
tomated program grading. The author re-
ports on the experience of an elective testing
course compound by 80% of practice and
20% of theory. Beyond ordinary testing-
related practices such as test case design,
students have performed reverse engineer-
ing tasks to derive system specifications,
have created test drivers and have writ-
ten test scripts. According to the author,

one major benefit obtained from this ex-
perience was the general improvement of
students’ software design and programming
skills. Despite this, Jones [22] did not re-
port on objective measurement of the gains
related to programming skills improvement
and quality of produced code, that is, con-
clusions are more qualitative than quantita-
tive. Our study, on the other hand, involved
a quantitative controlled experiment, which
provided more concrete evidence about such
skill improvement.

Initiatives like Test Driven Learning
(TDL) have also yielded gains in students’
programming ability. For instance, Janzen
and Saiedian [21] introduced a combined,
simultaneous testing-programming learning
approach that can help both novice and ex-
perienced programmers improve their com-
prehension and ability, and hence produce
high quality code design with reduced defect
density. To verify their assumptions, the
authors reported on an experiment that in-
volved first-year CS students. The students
have run four 50-minute lectures whose top-
ics were related to arrays and object ma-
nipulation. While one group of students
was taught using a TDL approach, another
group was exposed to non-TDL (i.e. tradi-
tional) teaching manner. A posterior eval-
uation revealed that the first group per-
formed 10% better than the second on a
quiz that covered the concepts and syntax
from the experiment topics. Although our
experiment did not consider a simultane-
ous testing-programming learning process,
our results are well-aligned with Janzen and
Saiedian’s.

More recently, Offutt et al. [30] also pre-
sented an approach to teach students to test
better. The authors present an in-depth
teaching experience report on how to suc-
cessfully teach criteria-based test design us-
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ing abstraction and publicly accessible web
applications. Clarke et al. [14], on the
other hand, proposed a collaborative learn-
ing environment to integrate testing educa-
tion into Software Engineering courses. Al-
though these studies are important to im-
prove the level of testing education, none
of them investigate its impact on students’
programming skills.

In the literature, we can also find several
studies that highlighted the importance of
testing education, and reported the lack of
adequate ST training in CS curricula. For
instance, Astigarraga et al. [4] showed that
most CS academic programs tend to empha-
size development at the expense of testing
as a formal engineering discipline. Wong
[37], on the other hand, argued that soft-
ware testers are generally not adequately
trained because most CS programs offer ST
only as elective courses. Clarke et al. [14]
also argued that due to the large number
of topics to be covered in SE courses, little
or no attention is given to software testing,
resulting in students entering industry with
little to no testing experience. Since our ex-
periment provides evidence that ST educa-
tion can lead to the production of more reli-
able software, it presents a new argument to
further motivate better testing education.

8. Conclusions

In a recent article, Vinton Cerf, one of
the fathers of the Internet, called attention
to the growing need for responsible program-
ming in industry [13]. Such term is defined
as a clear sense of responsibility program-
mers should have for their systems’ reliable
operation and resistance to compromise and
error. We also believe programmers should
be more responsible for the code they pro-
duce, specially today when so many depend

heavily on software to work as advertised.
However, Cerf suggests that in order

to achieve responsible programming, we
need better tools and programming environ-
ments. While we agree with him, we believe
that better training of professionals and in-
structors could also improve the quality of
the produced software, in particular by the
teaching of classical software testing theory.
Other authors have argued that more expo-
sure to software testing practices and tools
is required for better training of software
developers [14, 37].

In this paper we presented scientific ev-
idence for such a claim. We conducted an
experiment to verify the impact that test-
ing knowledge has on programming skills,
in terms of reliability. Our results sug-
gest that after learning basic testing prin-
ciples and techniques, developers are more
than twice more likely to produce correct
implementations. Moreover, our data sug-
gests that although the code produced af-
terwards is more reliable, it does not tend
to be significantly larger (in terms of lines
of code). This indicates that the exposure
to testing knowledge can make developers
produce more reliable implementations with
approximately the same amount of code.
The performance of two control groups tak-
ing a Software Engineering and an OO de-
sign course was very different. In fact, for
these groups the acquired knowledge did not
seem to impact on the subjects’ program-
ming skills with respect to reliability.

On the other hand, we also wanted to
evaluate the level o ST knowledge of in-
structors that teach programming courses
themselves. In a survey involving 53 CS
professors we show that these subjects lack
the basic ST knowledge that was indicated
in the students’ evaluation to be effective for
more reliable programming. This is an issue
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because programming apprentices might be
failing to learn valuable programming con-
cepts early in their programs.

Future work includes the replication of
our experiment with professional developers
and larger groups of students to shed more
light on this subject. Moreover, it would be
interesting to conduct experiments to fur-
ther analyze how training in each separate
testing technique can impact on program-
ming skills (e.g., by performing several pro-
gramming tasks along the course).
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